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Hinge Will Try to Thwart Scammers
With Video Verification
To combat the scourge of fake accounts, the dating
site will ask users to prove their humanity by capturing
a video selfie.
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MATCH GROUP, WHICH  operates one of the world’s largest portfolios of dating

apps, will soon add a new profile verification feature to its popular dating app Hinge.

The feature is part of a larger effort to crack down on scammers who use fake
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photos and purport to be people they’re not on the app, often with the intent of

eventually scheming romantic conquests out of money.

Jarryd Boyd, director of brand communications for Hinge, said in a written

statement that Hinge will begin rolling out the feature, named Selfie Verification,

next month. Hinge will ask users to take a video selfie within the app in order to

confirm they’re a real person and not a digital fake. Match Group then plans to use a

combination of machine learning technology and human moderators to “compare

facial geometries from the video selfie to photos on the user’s profile,” Boyd said.

Once the video is confirmed as authentic, a user gets a “Verified” badge on their

Hinge profile.

Gear
Upgrade your life with our buying guides, deals, and how-to guides, all tested by experts.

By signing up you agree to our User Agreement (including the class action waiver and arbitration provisions), our Privacy Policy &

Cookie Statement and to receive marketing and account-related emails from WIRED. You can unsubscribe at any time. This site is

protected by reCAPTCHA and the Google Privacy Policy and Terms of Service apply.

The move comes after a recent WIRED story highlighting the proliferation of fake

accounts on the Hinge dating app. These fake profiles are often peppered with

glossy photos of attractive people, though there’s something off-putting about their

perfection. The person has often “just joined” the dating app. Their descriptions of

themselves or responses to prompts are nonsensical, a sign that a person may be

using a translation app to try to connect with someone in their native language. And

in many instances, the person on the other end of the fraudulent profile will urge

their match to move the conversation off of the app—a strategy that allows them to

maintain a dialogue even if the fraudster is booted off of Hinge.

By December, Selfie Verification should be available to all Hinge users worldwide,

which includes people in the US, UK, Canada, India, Australia, Germany, France, and
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more than a dozen other countries.

“As romance scammers find new ways to defraud people, we are committed to

investing in new updates and technologies that prevent harm to our daters,” Boyd

said.

Hinge is one of many dating apps owned by Match Group, and it's not the first to use

a face recognition tool to try to spot fakes. Prior to this, Tinder and Plenty of Fish had

photo verification tools. In August a spokeswoman from Match Group told WIRED

that photographic verification would be coming to Hinge, OKCupid, and Match.com

“in the coming months.”

Match Group says Hinge users will have the option to verify their profiles with a

video selfie when the feature launches, and that it won't be a requirement.

The company has also emphasized that it has a Trust & Safety team consisting of

more than 450 employees who work across the company’s many dating apps, and

that last year Match Group invested more than $125 million to build new technology

“to help make dating safe.” Four years ago, it created an advisory council to come up

with policies to prevent harassment, sexual assault, and sex trafficking.

It's Really Me

The company’s rollout of video verification tools on Hinge are long overdue—and

may not be foolproof. Maggie Oates, an independent privacy and security researcher

who has also programmed a game about sex work and privacy called OnlyBans, says

in an email that she strongly believes biometric authentication should be optional

and incentivized in dating apps, but not required. A multi-pronged verification

approach might be more effective, Oates says, with the added benefit of giving users

options. “Not everyone is comfortable with biometrics. Not everyone has a driver’s

license. Online identity verification is a really hard problem.”

And she believes that relying solely on facial recognition technology for profile

verification will only last for so long.

“While it seems to be working for now, with looming advances in deepfakes, I’m not

sure this method will be effective for long,” Oates says. “Liveness detection will be a
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little harder to spoof, depending on how complex the algorithms are under the

hood.”

Boyd, the director of brand communications for Hinge, also had not yet responded

at the time of publication to questions about whether Hinge will store and retain the

videos that are used for identity verification purposes. On a support page for Tinder,

another Match Group app, the company notes that it deletes facial geometry

templates within 24 hours. The video selfie itself isn’t kept; nor does it appear on a

visible Tinder profile. But Match Group does retain two screenshots from a Tinder

video selfie to audit and manage the selfie verification feature. (It also keeps the

results of the verification, so it notes whether you’ve been verified or not.)

Of course, core to the whole dating app experience is photos—photos that most

users are willing to post to an unseen network of strangers in exchange for the

possibility of a meaningful connection. But Oates warns that potential paramours

likely aren’t the only ones checking you out. “Assume that anything you post on a

dating app is public, and that some third party is probably scraping that info to save

it for other purposes,” she says.

Update: October 25 at 3 pm. This story was updated to include new information

from Match Group about whether the Selfie Verification feature will be optional or

required at launch. It will be optional.
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“It’s gonna sound wild,” he confesses, “but I’ve probably been on close to 200 dates in the last year

and a half.”
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Only Three Lonely Products Still Use Apple’s Lightning Connector
Now that AirPods Max have finally been upgraded to USB-C, just a few Apple items are holding on.

Can you guess all three?
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Apple’s AirPods Pro Could Soon Disrupt the Hearing Aid Industry
AirPods revolutionized the wireless earbuds category and are poised to do the same for over-the-

counter hearing aids.
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The Best Cozy Games for Long, Cold Nights
Forget stressful leaderboards and time-sensitive missions. These games let you play at your own

pace.
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Yes, You Can Now Bet on Elections in the US
A US judge has overturned a moratorium that stopped gambling companies from letting people bet

on election results.
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James Earl Jones’ Darth Vader Has Already Been Immortalized With AI
James Earl Jones died Monday at the age of 93. But long before he did, he gave Lucasfilm permission

to recreate his iconic Darth Vader voice for shows like Obi-Wan Kenobi.
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Billionaire Finally Launches on First Private Space-Walk Mission
Hampered last month by bad weather, launch tower problems, and issues with its ride from SpaceX,

the Polaris Dawn mission is at last on its way.
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Sony’s $700 PlayStation 5 Pro Is Finally Coming in November
Following months of rumors, the company just announced its powerful yet pricey PlayStation 5

upgrade.
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Apple Must Pay $14.4 Billion to Ireland in Crackdown on ‘Sweetheart Deals’
The European Court of Justice has ordered Apple to pay billions in back taxes to Ireland, in a move

that hands a victory to the European Commission against so-called “sweetheart deals” between the

country and big tech companies.
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Apple Shared Its First Public AI-Generated Image. It’s Craig Federighi’s Dog
Shared exclusively with WIRED, this Image Playground creation is the first that Apple has released

outside of marketing materials.
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